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[bookmark: _Toc448145256]Introduction
This document describes how to connect and use Ajourføringsservices exposed by Ejerfortegnelsen. All the information contained in next paragraphs should provide enough information needed to start using those. 

[bookmark: _Toc448145257]Architecture
Ejerfortegnelsen Ajourføringsservices use Simple Object Access Protocol (SOAP). Endpoints provided in 3.1.1 must be used to communicate with the desired services. No anonymous access to Ejerfortegnelsen Ajourføringsservices is possible. To access described services correctly, authentication is required. See more about this in section 4.

[bookmark: _Toc448145258]Ajourføringsservices
This section contains a brief description of Ajourføringsservices exposed by Ejerfortegnelsen.

[bookmark: _Toc448145259]Connecting to the services
Ajourføringsservices uses Simple Object Access Protocol to communicate. All information needed to connect and use those is contained in following sections:
· WSDL files - 3.1.2
· Endpoints - 3.1.1 
· Security configuration - 4
· Checklist of requirements between MU and Ejerfortegnelsen - 5

[bookmark: _Ref447628130][bookmark: _Ref447628202][bookmark: _Toc448145260]Endpoints
Each Ajourføringsservice exposed by Ejerfortegnelsen is reachable through its own endpoint as described in the table below.

	Ajourføringsservice
	Endpoint

	EJDeA_Ejerskab
	https://preprod.ejerfortegnelsen.dk/services/ajourfoering/ejdea_ejerskab.svc



[bookmark: _Ref447628116][bookmark: _Toc448145261]Getting WSDL files
[bookmark: _GoBack]To connect to and use services the appropriate WSDL files are required. Each service has its own WSDL file. Those will be supplied along with this document (along with XSD files). 

[bookmark: _Toc448145262]Service operations
Ejerfortegnelsen Ajourføringsservices expose the following operations:

	Ajourføringsservice
	Operations exposed

	
EJDeA_Ejerskab


	GD1eArestEjerskabKopier

	
	GD1eArestEjerskabOpret

	
	GD1eArestEjerskabSlet

	
	GD1eArestPersonEllerVirksomhedsoplysningOpret



[bookmark: _Ref447625886][bookmark: _Toc448145263]Security
This section describes used security mechanisms that the client needs to be aware of if he wants to consume any of the Ajourføringsservices.

[bookmark: _Toc430281035][bookmark: _Toc430286245][bookmark: _Toc430293558][bookmark: _Toc430296244][bookmark: _Toc430296659][bookmark: _Toc430330019][bookmark: _Toc430332668][bookmark: _Toc430338648][bookmark: _Toc430339515][bookmark: _Toc430339913][bookmark: _Toc430347628][bookmark: _Toc430347865][bookmark: _Toc430349378][bookmark: _Ref441670662][bookmark: _Ref441670712][bookmark: _Toc443922820][bookmark: _Toc448145264]General SAML authentication
When a client wants to call the Ajourføringservice they need to retrieve an STS token from NemLog-in STS. Using that token the request is secured. The roles the user has in the system are embedded in that token. This information is later used to validate access. Those STS’s, follow the Danish OIOSAML specification for SAML 2.0 tokens, and they will both deliver user information as well as authorization information in the SAML token, including roles, scopes on roles and delegated roles (“fuldmagt”). This means there is no need for SAML Attribute Queries and no direct integration calls to the Identity Providers when receiving or validating a token.
Only tokens signed digitally are accepted by the system. The token is passed through extra tags in the Service Contract.
[bookmark: _Toc447789320][bookmark: _Toc448145265]Requirements for getting an STS token
In order to get an STS token to use for Ejerfortegnelsen, the consumer has to be given permissions to Ejerfortegnelsen WSP in NemLog-in administration. Therefore the calling registry needs to provide the name of their WSC (Systembruger) in NemLog-in and the name of the service they wish to call. Then Netcompany will provide the WSC with the required permissions. 
Ejerfortegnelsen’s WSP is exposed in NemLog-in with the following EntityID (preproduction):
	https://saml.ststest-sitpreprod-ejerfortegnelsen.dk 
The public key of the certificate of Ejerfortegnelsen’s WSP is also provided with this document (EJF WSP preprod.cer). 
	The tokens should be requested from NemLog-in STS Test: 
		https://SecureTokenService.test-nemlog-in.dk/SecurityTokenService.svc

[bookmark: _Ref447874193][bookmark: _Toc448145266]What Ejerfortegnelsen needs from MU
Ejerfortegnelsen needs the following information from MU in relation to Ajourføringsservices.
· EntityID of NemLog-in WSC (“Systembruger”) used by MU to call Ejerfortegnelsen
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