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[bookmark: _Toc447874201]Introduction
This document describes how to connect and use Ajourføringsservices exposed by BBR and DAR. All the information contained in next paragraphs should provide enough information needed to start using those. 

[bookmark: _Toc447874202]Architecture
BBR and DAR Ajourføringsservices use Simple Object Access Protocol (SOAP). Endpoints provided in 3.1.1 must be used to communicate with the desired services. No anonymous access to BBR and DAR Ajourføringsservices is possible. To access described services correctly, authentication is required. See more about this in section 4.

[bookmark: _Toc447874203]Ajourføringsservices
This section contains a brief description of Ajourføringsservices exposed by BBR and DAR.

[bookmark: _Toc447874204]Connecting to the services
Ajourføringsservices uses Simple Object Access Protocol to communicate. All information needed to connect and use those is contained in following sections:
· WSDL files - 3.1.2
· Endpoints - 3.1.1 
· Security configuration - 4
· Checklist of requirements between MU and BBR/DAR - 5

[bookmark: _Ref447628130][bookmark: _Ref447628202][bookmark: _Toc447874205]Endpoints
Each Ajourføringsservice exposed by BBR and DAR is reachable through its own endpoint as described in the table below.

	Ajourføringsservice
	Endpoint

	EJDbATilknytningBFE (BBR)
	http://5.44.137.143/EJDbATilknytningBFE

	ADRaAAdgangspunkt (DAR)
	http://5.44.137.144/servicegateway/ADRaAAdgangspunkt



	NOTE: The endpoints above are only for connectivity testing! For the actual tests the services should be accessed with a DNS name that is still to be decided.



[bookmark: _Ref447628116][bookmark: _Toc447874206]Getting WSDL files
To connect to and use services the appropriate WSDL files are required. Each service has its own WSDL file. Those will be supplied along with this document (along with XSD files). WSDL files are also served by the application service itself, accessing those however requires fulfilling requirements presented in section 4.1. Once this access is obtained the WSDL files can also be retrieved by using the endpoints in 3.1.1 with “?wsdl” at the end.

There are two different versions of WSDL files supplied with this document. One is containing the elements describing the required security (STS Tokens from NemLog-in STS) and the other set contains no STS security descriptions. 
If the requests are to be made using STS token security, the WSDL files from the “EJDbATilknytningBFE_secure.zip” and/or “ADRaAAdgangspunkt_secure.zip” should be used. 
If the requests are to be made without STS tokens, the WSDL files from “EJDbATilknytningBFE.zip” and/or “ADRaAAdgangspunkt.zip” should be used.
BBR and DAR will only expose one of these types, and the concrete type will be determined on a meeting between the registries of Grunddataprogrammet on Monday 11 April 2016.

[bookmark: _Toc447874207]Service operations
BBR Ajourføringsservices expose the following operations:

	Ajourføringsservice
	Operations exposed

	EJDbATilknytningBFE
	EJDbATilknytningBFEGaeldendeHent

	
	EJDbATilknytningBFEForeloebigHent

	
	EJDbATilknytningBFEForeloebigOpret

	
	EJDbATilknytningBFEForeloebigGodkend

	
	EJDbATilknytningBFEForeloebigSlet

	

ADRaAAdgangspunkt


	ADRaAAdgangspunktHent

	
	ADRaAAdgangspunktOpdater

	
	ADRaAAdgangspunktOpret

	
	ADRaAAdgangspunktSlet



[bookmark: _Ref447625886][bookmark: _Toc447874208]Security
This section describes used security mechanisms that the client needs to be aware of if he wants to consume any of the Ajourføringsservices.

[bookmark: _Toc447874209][bookmark: _Ref447874268]IP Whitelisting
Access to the Ajourføringsservices is filtered by IP address. Only IP addresses that are on server whitelist can connect successfully. If client wants to consume an Ajourføringsservice (or any other service exposed), information to Netcompany has to be provided stating which IP Address should be whitelisted and for which service.

[bookmark: _Toc430281035][bookmark: _Toc430286245][bookmark: _Toc430293558][bookmark: _Toc430296244][bookmark: _Toc430296659][bookmark: _Toc430330019][bookmark: _Toc430332668][bookmark: _Toc430338648][bookmark: _Toc430339515][bookmark: _Toc430339913][bookmark: _Toc430347628][bookmark: _Toc430347865][bookmark: _Toc430349378][bookmark: _Ref441670662][bookmark: _Ref441670712][bookmark: _Toc443922820][bookmark: _Toc447874210]General SAML authentication
If the WSDL using STS security is used the following security mechanisms apply.
When a client wants to call the Ajourføringservice they need to retrieve an STS token from NemLog-in STS. Using that token the request is secured. The roles the user has in the system are embedded in that token. This information is later used to validate access. Those STS’s, follow the Danish OIOSAML specification for SAML 2.0 tokens, and they will both deliver user information as well as authorization information in the SAML token, including roles, scopes on roles and delegated roles (“fuldmagt”). This means there is no need for SAML Attribute Queries and no direct integration calls to the Identity Providers when receiving or validating a token.
Only tokens signed digitally are accepted by the system. The token is passed through extra tags in the Service Contract.
[bookmark: _Toc447789320][bookmark: _Toc447874211]Requirements for getting an STS token
In order to get an STS token to use for BBR, the consumer has to be given permissions to BBRs and/or DARs WSP in NemLog-in administration. Therefore the calling registry needs to provide the name of their WSC (Systembruger) in NemLog-in and the name of the service they wish to call. Then Netcompany will provide the WSC with the required permissions. 
BBR’s WSP is exposed in NemLog-in with the following EntityID (preproduction):
	https://saml.ststest-preprod-bbr.dk
The public key of the certificate of BBR’s WSP is also provided with this document (BBR WSP preprod.cer). 
DAR’s WSP is exposed in NemLog-in with the following EntityID (preproduction):
	https://saml.ststest-preprod-dar.dk
The public key of the certificate of DAR’s WSP is also provided with this document (DAR WSP preprod.cer). 

	The tokens should be requested from NemLog-in STS Test: 
		https://SecureTokenService.test-nemlog-in.dk/SecurityTokenService.svc

[bookmark: _Ref447874193][bookmark: _Toc447874212]What BBR/DAR needs from MU
BBR/DAR needs the following information from MU in relation to Ajourføringsservices.
· IP addresses that should be whitelisted to call the services (and specification of which services they need access to)
· Endpoint of the Ajourføringsservice EJDmABygningPaaFremmedGrund from MU
· A list of requirements (IP whitelisting, STS security etc.) to be met by BBR/DAR in order to call the above Ajourføringsservice
If STS security is to be used on the requests from MU to BBR/DAR we need the following from MU:
· EntityID of NemLog-in WSC (“Systembruger”) used by MU to call BBR/DAR
If STS security is to be used on the requests from BBR/DAR to MU we need the following from MU:
· Public key of certificate used in NemLog-in for MU WSP (“Webtjeneste”)
· The certificate MUST be a test-certificate, i.e. issued by “TRUST2408 Systemtest…”
· EntityID of NemLog-in WSP (“Webtjeneste”) for MU that exposes the services
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